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Abstract

Increasing reliance on digital storage for personal, financial,
medical, and policy information results in a greater demand for
robust digital authentication and cybersecurity protection
measures. We are developing a new digital authentication
method that utilizes an individual's signature. Thus, we design a
writing stylus which classifies inertial measurement features for
user identification. The current prototype consists of two triaxial
accelerometers, one mounted at each of the stylus' terminal
ends. Features extracted from how the pen is held, stroke styles,
and writing speed can affect the stylus tip accelerations which
leads to a unique signature detection and to deter forgery. Novel,
manual spatiotemporal features relating to such metrics were
proposed and a multi-layer perceptron was utilized for binary
classification.

Security Is a growing concern in today's technology-driven world.
Several methods of authentication exists however all common
practices have their own drawbacks. We present a novel method
of user authentication via their signature.

Security feature Drawback

Alpha-numeric passwords Can be brute forced

Multi-factor authentication |Requires network connection

Biometric ID Can be unreliable at times

Proposed Solution

An individual's signature is unique in the way they hold the pen,
the speed and angle which they write their name, and which
parts of letter they flourish. Those distinct features make it
difficult for another person to copy exactly despite the end result
looking similar. By not just focusing on the end result but the
entirety signature writing process, the pen will be able to tell
whether the signature is forged or authentic.
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F1g: Flowchart of sensorized writing stylus authentication scheme. ADXL357 accelerometers are
mounted to a writing stylus, and raw data is continually logged for feature extraction and neural
network training. Once training 1s complete, the user will utilize the sensorized stylus, and real-
time inertial data 1s processed via the trained perceptron network for authentication.
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